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1
Decision/action requested

SA3 is kindly asked to approve the proposed new solution to be added in TR 33.893.
2
References

[1]
TR 33.893
Study on Security Aspects of Ranging Based Services and Sidelink Positioning
3
Rationale

This pCR proposes a new solution to address one of the requirements in Key Issue #2 in TR 33.893 [1] “The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Network assisted UE in the Ranging/Sidelink Positioning service”.

4
Detailed proposal

*************** Start of the Change ****************

6.Y
Solution #Y: Authorization of Assistant UE during discovery with the 3rd Party UE
6.Y.1
Introduction 


This solution addresses Key Issue #2 on Authorization for Ranging/SL Positioning service. Specifically, it addresses the first requirement in KI#2: “The 5G Ranging/SL positioning system shall be able to support the authorization of the UE as a target UE/reference UE/assistant UE/Located UE in the Ranging/SL Positioning service” and focuses on the Assistant UE.
In TR 23.700-86 [2], a solution was documented for Ranging service operation procedure with the assistance of another UE, from which a third party UE consumes the Ranging/Sidelink positioning service. The Assistant UE uses the direct discovery procedure to expose its Ranging/Sidelink positioning service for the 3rd party UE. The 3rd party UE also performs direct discovery procedure for discovering and selecting the Assistant UE, based on the Ranging exposure information in the announcement message containing the list of target UEs that the Assistant UE can range with. After the discovery between the 3rd party UE and the Assistant UE, the 3rd UE invokes the Ranging/Sidelink positioning service for requesting the Ranging result between UE1 and UE2, which is obtained and sent by the Assistant UE. 

Assuming Ranging/SL Positioning service can reuse the Service Authorization and Information Provisioning procedure defined for 5G ProSe/V2X service, it could then be assumed that the Ranging exposure info is provisioned to the Assistant UE by the network during the Service Authorization and Information Provisioning procedure. Even though the Assistant UE can be authorized for ranging with UE1/UE2 during Service Authorization and Information Provisioning procedure, a misbehaving Assistant UE could broadcast a different/falsified list of target UEs (e.g. UE11 and UE12) in the announcement message during discovery procedure. Such misbehaviour of the Assistant UE cannot be detected by the 3rd party UE (e.g. requesting Ranging result between UE11 and UE12), who will respond if all info matches its service requirement. If the 3rd party UE selects such Assistant UE, the subsequent procedures for Ranging/SL positioning will become untrusted and useless, resulting in false Ranging result and waste of network and processing resource.

To avoid such risk described as above, the message (e.g. announcement message) broadcast by the Assistant UE during Ranging/SL positioning discovery needs to be protected, in a way that the 3rd party UE is able to verify the list of target UEs in the Ranging exposure info.
6.Y.2
Solution details

The solution largely reuses the security mechanism defined for 5G ProSe direct discovery in TS 33.503 [6], with which the generated discovery security materials are associated with the requested ProSe service. But if the discovery security materials generated for the Assistant UE and 3rd party UE during Ranging direct discovery are only bound with the service to be discovered but not bound with the target UE(s) involved in the service, the risk exerted by the Assistant UE still cannot be mitigated.
To prevent a misbehaving Assistant UE from broadcasting a falsified list of target UEs that it can range with, the discovery security materials should be associated with the target UEs involved in the Ranging/SL positioning service, which are provided by the network during Service Authorization and Information Provisioning procedure, so that the 3rd party UE is able to correctly decode the broadcast message using the discovery security materials associated with the same target UEs involved in the service.
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Figure 6.Y.2-x: Authorization of the Assistant UE during Discovery with the Third Party UE 

0a.
During Service Authorization and Information Provisioning procedure, the Assistant UE obtains from the network (PCF) the discovery parameters which include at least the Ranging service code and the list of target UE info (e.g. UE1/UE2 IDs), which the Assistant UE is allowed to range with.

0b.
During Service Authorization and Information Provisioning procedure, the 3rd Party UE obtains from the network (PCF) the discovery parameters which include at least the Ranging service code and the list of target UE info (e.g. UE1/UE2 IDs), of which the 3rd Party UE is allowed to request the Ranging result.

1.
The Assistant UE sends a Discovery Key Request message to its DDNMF. The message includes at least the Ranging service code for which the discovery is performed, and list of target UE info which the Assistant UE is allowed to range with.

2.
The DDNMF of the Assistant UE may check with the Ranging/SL Positioning Server on whether the Assistant UE is authorized to announce assistant service for UE1 and UE2.

3.
The DDNMF of the Assistant UE generates the discovery security materials for the Assistant UE by associating the Code-Sending Security Parameters with the UE1/UE2 info (e.g. UE1/UE2 IDs). In this way, the Code-Sending Security Parameters provide the necessary information for the Assistant UE to protect the announcement message containing the Ranging Service Code and the list of target UEs. And the Code-Sending Security Parameters are stored with the Ranging Service Code.

4.
The DDNMF of the Assistant UE responds to the Assistant UE with the Code-Sending Security Parameters, along with the CURRENT_TIME and MAX_OFFSET parameters. The Assistant UE stores the Code-Sending Security Parameters in the context locally set for the target UEs (UE1/UE2).

5.
The 3rd Party UE sends a Discovery Key Request message to its DDNMF. The message includes at least the Ranging service code for which the discovery is performed, and the list of target UE info of which the 3rd Party UE is allowed to request the Ranging result. 

6.
The DDNMF of the 3rd Party UE may check with the Ranging/SL Positioning Server on whether the 3rd Party UE is authorized to monitor for requesting Ranging result of UE1 and UE2.

7.
Assuming that the Assistant UE is within the same PLMN of UE1/UE2 and the UE1/UE2 info (e.g. UE1/UE2 IDs) contains the PLMN ID, the DDNMF of the 3rd Party UE contacts the DDNMF of the potential Assistant UE based on the received UE1/UE2 info, then sends the Discovery Key Request message to the DDNMF of the potential Assistant UE. 

8.
The DDNMF of the Assistant UE may check with the Ranging/SL Positioning Server on whether the 3rd Party UE is authorized to request assistance from the Assistant UE for the requested Ranging service. 

9.
Based on the received Ranging service code and UE1/UE2 info, the DDNMF of the Assistant UE retrieves the Code-Sending Security Parameters and takes them as the Code-Receiving Security Parameters for the 3rd Party UE, which are returned in the Discovery Key Response message to the DDNMF of the 3rd Party UE.

10.
The DDNMF of the 3rd Party UE returns the Code-Receiving Security Parameters along with the CURRENT_TIME and MAX_OFFSET in the Discovery Key Response message to the 3rd Party UE. The 3rd Party UE stores the Code-Receiving Security Parameters in the context locally set for the target UEs (UE1/UE2).

11.
The Assistant UE protects the announcement message using the Code-Sending Security Parameters. The announcement message includes at least the Assistant UE info, role indication (i.e. "Assistant UE"), Ranging service code, and Ranging exposure info, which includes the list of target UE info (UE1/UE2 IDs) the Assistant UE is allowed to range with.

12.
The Assistant UE broadcasts the protected announcement message.

13.
When monitoring the broadcast message, the 3rd Party UE performs the Assistant UE discovery and selection based on the Ranging exposure info. Then the 3rd Party UE decodes the protected announcement message using the Code-Receiving Security Parameters received from its DDNMF. Given that the Code-Sending Security Parameters/ Code-Receiving Security Parameters are associated with the target UE info, only the Code-Receiving Security Parameters associated with UE1/UE2 info can decode the announcement message. 

NOTE X:
If a misbehaving Assistant UE, which already obtained the Code-Sending Security Parameters bound with UE1/UE2 info, falsifies the Ranging exposure info by replacing UE1/UE2 info with UE11/UE12 info, the verification at the 3rd Party UE will fail, because the 3rd Party UE will use Code-Receiving Security Parameters associated with UE11/UE12 info to decode the message based on the UE11/UE12 info in the falsified Ranging exposure info sent by the misbehaving Assistant UE.

14.
For the selected Assistant UE, the 3rd Party UE performs the direct PC5 link establishment procedure with Assistant UE, which could be protected using the PC5 direct communication security mechanism defined in TS 33.503 [6].

15.
To invoke the Assistant UE's ranging service, the 3rd Party UE sends a ranging service request to the Assistant UE via the PC5 message, requesting Ranging estimation of UE1 and UE2. In addition, the PC5 message may include the 3rd Party UE info, Assistant UE info.

16.
The Assistant UE performs the ranging and positioning procedure with the target UEs (UE1/UE2).

17.
The Assistant UE obtains the ranging measurement of each target UE (UE1/UE2) respectively and calculates the Ranging result between the target UEs.

18.
The Assistant UE responds to the 3rd Party UE with the Ranging service response, which includes the Ranging result between the target UEs (UE1/UE2).
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